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Subject: Proposed chat control measures: risks to privacy and encrypted communications

Social media users in the Member States have expressed serious concerns2 over the proposed 
chat control measures that would introduce the widespread scanning of encrypted messages in 
order to tackle child sex abuse material1. While the objective is of course commendable, the 
EDPS3, many tech companies, cybersecurity experts and digital rights associations4 believe 
this measure will open the way for widespread mass surveillance, threatening the privacy and 
freedoms of EU citizens. The Signal Foundation states that it might be forced to leave the EU 
market to avoid compromising the encryption of its service5.

1. Can the Commission ensure that this proposal complies with the Charter of 
Fundamental Rights of the European Union, and in particular Articles 7 and 8 (on 
privacy and personal data protection) thereof?

2. How will it safeguard the integrity of end-to-end encryption as a pillar of digital 
security?

3. Have the impact assessments taken proper account of the high risk of false positives, 
which could have serious consequences for innocent citizens?
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