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Subject: Proposed Chat Control law presents new blow for privacy

A review conducted under the Danish Presidency examining the proposal for a regulation on 
combatting online child sexual abuse material – dubbed the ‘Chat Control’ or CSAM 
regulation – has raised new, grave concerns about the respect of fundamental rights in the EU.

As it stands, the proposal envisages mass scanning of private communications, including 
encrypted conversations, raising serious issues of compliance with Article 7 of the Charter of 
Fundamental Rights by threatening to undermine the data security of citizens, businesses and 
institutions. A mandatory weakening of end-to-end encryption would create security gaps 
open to exploitation by cybercriminals, rival states and terrorist organisations, and would also 
harm the competitiveness of our digital economy.

At the same time, the proposed technical approach is based on automated content analysis 
tools which produce high rates of false positives, creating the risk that innocent users could be 
wrongly incriminated, while the effectiveness of this approach in protecting children has not 
been proven. Parliament and the Council have repeatedly rejected mass surveillance.

1. Considering the mandatory scanning of all private communications, is the proposed 
regulation compatible with Article 7 of the Charter of Fundamental Rights?

2. How will it ensure that child protection is achieved through targeted measures that are 
proven to be effective, without violating the fundamental rights of all citizens?

3. How does it intend to prevent the negative impact on cybersecurity and economic 
competitiveness caused by weakening encryption?
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