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Subject:  ‘Chat control’ regulation — risk of blanket surveillance of private communications
in the proposal for a Regulation to prevent and combat child sexual abuse

The proposal for a regulation laying down rules to prevent and combat online child sexual
abuse, commonly known as ‘chat control’, is currently being discussed in the Council. Several
versions of the text, including the one recently supported by the Danish Presidency, raise
serious concerns, in particular as regards privacy.

Proposals include an obligation for encrypted messaging services (WhatsApp, Signal, etc.) to
use tools that can analyse users’ private conversations, even if no signs of suspicious

behaviour have been detected.

Such an indiscriminate approach would clearly be at odds with the guarantees established in
the Charter of Fundamental Rights of the European Union and Court of Justice case-law.

Can the Commission say:

1. Does it consider blanket monitoring of encrypted communications to be in line with
fundamental rights?

2. What minimum safeguards must be respected in the upcoming negotiations to strike a
balance between child protection and upholding freedoms?
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