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Subject:  EU Chat Control plans may prompt Signal app to pull out of Europe

On 1 October 2025, Meredith Whittaker, the president of Signal — considered the most secure
messaging app currently available — spoke to the German Press Agency (dpa), criticising the
EU for its Chat Control plans. As part of these plans, messaging services would be forced to
introduce backdoors that allow for private communications to be automatically screened for
potential criminal content. This screening would be carried out before the data has even been
encrypted. Whittaker stated that if worst comes to the worst, Signal will work together with its
partners and the community to find ways around these rules, just like what happened in
Russia or Iran with the state-wide blockades. However, if it has to choose between
maintaining end-to-end encryption and remaining in the European market, Signal will
‘unfortunately decide to withdraw from Europe’!.

1. What view does the Commission take of the Signal president’s well-founded criticism
of the Chat Control plans and the impact they may have on data protection, IT security
and EU citizens’ fundamental rights?

2. How does the Commission justify the fact that the planned Chat Control may force an
internationally recognised, secure messenger app to discontinue its services for all EU
citizens?

3. How does the Commission view the fact that the EU regularly and strongly condemns
the surveillance methods of authoritarian regimes, such as those in Russia and Iran, yet
it is effectively stooping to their level by preventing Signal from acting as a secure
messaging service?
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