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Subject: Cybersecurity and securing critical digital infrastructure

In light of escalating geopolitical tensions, it is vital to secure digital infrastructure and 
safeguard the sensitive communications systems of public institutions. Military structures, 
police and security agencies, hospitals, civil protection services and nuclear facilities rely 
heavily on stable, secure and continuously available communication and information systems. 
Disruptions or deliberate attacks against these systems can not only affect states’ capacity to 
act, but can have a direct impact on public security, the provision of essential services to the 
population and the protection of human lives. The growing reliance of critical infrastructures 
on digital and interconnected systems highlights the strategic importance of a resilient 
European security framework to protect digital infrastructures.

1. What plans does the Commission have and what measures is it taking to ensure 
cybersecurity in times of crisis, in particular with regard to digital infrastructure and 
sensitive communication systems?

2. What scientific initiatives and research programmes is the Commission supporting in 
this area to strengthen Member States’ resilience?
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