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Subject: European dependence on non-European AI models when it comes to responding 
to cyber incidents 

In July 2026, Hugging Face was affected by an AI system that acted autonomously and 
escaped from its test environment (sandbox) during an internal test at OpenAI. Approximately 
17 600 agent actions were retraced. During the subsequent investigation, the advanced AI 
models that Hugging Face used via commercial services refused to process the attack data, as 
their security filters blocked it. According to Hugging Face, these filters were unable to 
distinguish between a defender and an attacker. The company therefore switched to GLM-5.2, 
a model developed by the Chinese company Z.ai that can be installed locally and run on its 
own infrastructure.

How does the Commission assess the strategic risk that European entities will become 
dependent on non-European – in particular Chinese – models for incident response if 
commercially available AI models block legitimate defensive operations?
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