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Subject: The need for urgent EU action to tackle financial scam advertisements on online 
platforms

Online financial scams are spreading across the EU at scale, exacerbated by the rise of AI, 
and causing serious harm to European consumers, with victims losing thousands of euro. 
However, investigative reports suggest that online platforms are failing to tackle this 
mounting issue. In November 2025 Reuters reported, based on Meta’s internal data, that 
around 10 % of Meta’s advertising revenue came from scam ads1; this indicates not only 
awareness by the company of this phenomenon, but its calculated choice of tolerance of 
consumer harm, as fraud-related revenues outweigh legal risks and potential fines.

In May 2026, consumer organisations from 27 countries, coordinated by the European 
Consumer Organisation (BEUC), submitted complaints to the Commission and national 
authorities against Meta, TikTok and Google. Their cross-border investigation found that, of 
nearly 900 suspected scam ads reported between December 2025 and March 2026, only 27 % 
were removed, while most reports were rejected or ignored. In July 2026, a broad coalition of 
20 industry and stakeholder organisations, spanning cybersecurity, banking, media and 
consumer sectors, called on the Commission to adopt a European Code of Conduct on online 
fraud under the Digital Services Act (DSA).

These developments underline persistent failures by online platforms to comply with the 
DSA, including the obligation to mitigate systemic risks of fraudulent advertising and illegal 
content. This underscores the need for urgent, coordinated EU action to protect consumers, 
legitimate business and trust in the single market for digital services.

1 Jeff Horwitz, 06-11-2025, ‘Meta is earning a fortune on a deluge of fraudulent ads, documents show’, 
https://www.reuters.com/investigations/meta-is-earning-fortune-deluge-fraudulent-ads-documents-show-2025-
11-06/.
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The soon to be adopted Payment Services Regulation (PSR) and Payment Services Directive 
3 (PSD3) introduce legal liability for platforms and search engines that fail to remove 
fraudulent financial ads and scam content after notification. However, this only applies when 
the damage is already done. The Commission should consider more robust preventative 
obligations, inter alia looking at the example of Taiwan’s Fraud Crime Hazard Prevention 
Act, which combines mandatory 24-hour removal and financial liability for hosting scam ads, 
with obligations to verify and openly disclose advertiser information.

In the light of the foregoing:

1. How does the Commission assess the evidence regarding possible DSA breaches by 
Meta, TikTok and Google, in the aggravating circumstances that they are aware of this 
breach?

2. What enforcement measures is the Commission prepared to take if platforms continue to 
fail to prevent, detect and remove financial scam advertisements?

3. Will the Commission commit to launching a DSA Code of Conduct on online fraud and 
scams, including clear responsibilities for all relevant actors to tackle fraud?

4. Will the Commission address scam ads through stronger platform obligations in the 
upcoming action plan against online fraud and in the Digital Fairness Act?
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