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to the Commission
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(23 October 2024)

Subject:  Threats  to  data  protection  and  sovereignty  owing  to  surveillance  through  the  ‘EU  Digital  Travel  App’,  the  
Commission’s Trojan horse

The planned roll-out of the ‘EU Digital Travel App’ and the associated digitalisation of travel documents raises significant  
concerns regarding the protection of citizens’ rights and national sovereignty.

Firstly, the planned storage of sensitive information on mobile devices and the central administration via the app could lead to  
data breaches, especially in light of past cyber incidents.

Secondly, state pressure or organisational disadvantages could in future force citizens to use the app, even though it is formally  
considered voluntary.

Thirdly, the centralised management of these digital IDs could erode national sovereignty in sensitive security areas.

1. How will the Commission guarantee the full protection of personal data against misuse or hacking?

2. How will  it  be  ensured  that  the supposedly voluntary use  of  digital  travel  documents  does  not  become a  de facto  
obligation in the long term?

3. What measures is the Commission taking to ensure that Member States’ competences in relation to border controls and  
security are not further restricted?

Submitted: 23.10.2024

Answer given by Mr Brunner on behalf of the European Commission
(24 January 2025)

Personal  data  in  the EU  digital  travel  application  will  be  protected  through  strong  encryption  methods,  appropriate  
cybersecurity measures and consent rules. 

The General Data Protection Regulation (1) and the Data Protection Regulation (2) for the EU institutions, bodies, offices and 
agencies will apply in full for the processing of personal data, within their respective scope of application. 

The Commission proposal (3) for a regulation establishing an application for the electronic submission of travel data stipulates  
that the use of digital travel credentials will remain voluntary for travellers. 

Member States will  allow travellers to use digital  travel credentials for the purpose of crossing external borders once the  
application is operational, but travellers will continue to be allowed to use their physical passports.

The division of competences between the EU and its Member States is laid down in the EU Treaties. The area of freedom, 
security and justice is an area where the EU and the Member States have a shared competence. 

When taking measures  in relation to border  controls  and security,  the Commission acts  in full  respect  of the division of  
competences and the principles of subsidiarity and proportionality.

1 ∙⸱ Regulation (EU) 2016/679 of the European Parliament and of the Council of 27  April 2016 on the protection of natural persons with regard to the processing 
of personal data and on the free movement of such data. OJ L 119, 4.5.2016, p. 1-88.

2 ∙⸱ Regulation (EU) 2018/1725 of  the European Parliament and of  the Council of  23 October 2018 on the protection of  natural persons with regard to the 
processing of personal data by the EU institutions, bodies, offices and agencies and on the free movement of such data. OJ L 295, 21.11.2018, p. 39-98.
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