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Subject: Sharp increase in credit transfer fraud in Romania and Bulgaria

According to the European Banking Authority’s (EBA) November 2024 risk assessment report, the total value of losses owing
to credit transfer fraud increased between 2022 and 2023 in 21 of the 28 EEA countries for which the EBA has data for both of
those years. The largest percentage increases were observed in Bulgaria and Romania (*).

In addition, according to the EBA, the quality of the data used as a basis for this indicator needs further improvement in order
for robust conclusions to be able to be reached.

1.  In the Commission’s view, how can the large increase in credit transfer fraud, especially in Eastern Europe, be explained
and what is the Commission doing to combat this type of fraud?

2. What is the Commission doing to improve the quality of data collection on credit transfer fraud?
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While security requirements introduced by the EU Payment Services Directive (*), such as strong customer authentication, have
had a positive impact on reducing payment fraud, malicious behaviours are constantly evolving and increasingly relying on the
manipulation of the payment service user.

Cases where users are manipulated by fraudsters into making a payment, or to disclose sensitive information which is used to
commit fraud are becoming more widespread.

Where the user is manipulated into making a fraudulent credit transfer, often the user bears the losses as the transaction is
deemed to have been authorised.

According to the latest European Banking Authority (EBA) risk assessment report (%), the greatest increase in the total value of
losses due to fraud borne by users of credit transfers was observed in Bulgaria, Romania and Hungary, but the issue is not
limited to Eastern Europe. Combatting payment fraud is a key priority for the Commission.

The Commission’s proposal on a Payment Services Regulation (PSR) published in June 2023 (%) and currently in co-decision
procedure, includes additional fraud prevention measures. It also proposes to introduce new redress rights for consumers, for
example in case of bank employee impersonation fraud.

Data quality issues often stem from incomplete data submissions or methodological misclassifications by reporting agents. It is
primarily the role of competent authorities at national level to follow-up on such issues where they occur.

To further enhance data quality, the PSR proposal mandates the EBA to develop technical standards on the reporting of
payment fraud data.

This also aims to foster a more consistent application of the legal requirements and a more effective enforcement by competent
authorities.
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