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Subject: Unidentified anomalous phenomena (UAPs) 

Does the Council possess any information regarding UAPs in connection with the critical infrastructure of EU Member States, 
and what is known about who is behind them? 
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Reply
(10 March 2025)

The Council has not discussed the issue of Unidentified anomalous phenomena (UAP).

The Council has discussed and worked on the development of rules and tools for the strengthening of the resilience of critical  
infrastructure  within  the EU,  including  through  the  adoption  of  the  Critical  Entities  Resilience  (CER)  Directive  and  the 
directive on measures for a high common level of cybersecurity across the Union (NIS2) in December  2022, the Council 
Recommendation  on  a  Union-wide  coordinated  approach  to  strengthen  the  resilience  of  critical  infrastructure  in  
December 2022, and the Council Recommendation on a blueprint to coordinate a response at Union level to disruptions of  
critical infrastructure with significant cross-border relevance in June 2024. 

It also regularly discusses hybrid threats and hybrid campaigns, including against critical infrastructure, and the EU’s response 
in this context, for instance in the context of the Hybrid Toolbox. 

It has also imposed sanctions, such as those established in October 2024 in view of Russia’s destabilising activities against 
the EU and its Member States, including cyber-attacks and sabotage against critical infrastructure.


